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ISO/IEC 27001 R R NiETEFE

1. Introduction 8|3

This guideline applies to all accredited conformity assessment procedures relating to the
management system standard ISO/IEC 27001 until this guideline is declared to be invalid or
replaced by a new version. A8 EiE A T 5E Bk Rird ISO/IEC 27001 MXRMFTE LT KA B IPETR
FF, BEEAIEREE B LRSI R A TR

The specifications of Quality Austria as well as the requirements stated in ISO/IEC 27006:2015
“Information technology — Security techniques — Requirements for bodies providing audit and
certification of information security management systems” and IAF Mandatory Document
“Knowledge Requirements for Accreditation Body Personnel for Information Security Management
Systems (ISO/IEC 27001)" (IAF MD 13:2023, Issue 2) will have to be followed for all system
certifications in .connection with this guideline. In order to maintain customer certification, these
requirements will have to be met permanently. E K E AL FEH TR HREERINEF, ML HAYTE
Quality Austria Fy#l¥E, LK ISO/IEC 27006:2015 {fF EHEAR—Ze&BR—REFERREEHERFEM
WIERIHVIER) MERAT IR (TAF) BHEH (EREEBEERR (ISO/IEC 27001) WRHHMA
REVFRERY (IAF MD 13:2023, % 2 B0 FHEMER. ATHEFESRUNIERE, DR W XL
B3R,

For other specific certifications in the field of information security (e.g. Tisax, etc.), system
evaluations and verifications will be conducted in cooperation with CIS - Certification & Information
Security Services GmbH.xt {5 8 Z & T KA 2L (W51 B ZEV AR bR (Tisax) %) ,
#Y CIS JME 515 B &2 e % GmbH &1/ A& R IREFNIRIE T8,

2. qualityaustria policy for certification qualityaustria A\ iEBUE

Upon organization's request, Quality Austria will conduct audits and other conformity assessment
activities required for information security management systems certification for ISO/IEC27001.
MARMESR, Quality Austria ¥ 7B ISO/IEC 27001 5 R Z4BHRA R NI BN EZ R MERIFERE
i‘djﬂ

Quality Austria supports the use of integrated management systems. Among other things, use of
integrated management systems serves to utilize synergies of information security management
systems that may already be applied and other fields like quality management, environmental
management, occupationa! health and safety management etc. Accordingly, Quality Austria offers
its services wherever possible, as combined audits. Quality Austria X & EHERNEH. &8
BiEAKEZR, BREMAENS SHTHATHONANGEERLEEARSRETE. TREE. RULERES
FAE AR AT 2 A BT RIS . FEk, Quality Austria RAT#EDUBEE BB IR HR S -

Quality Austria employs personnel adequately qualified for its activities and ensures maintenance
of the high technical competence by means of training and further training. Quality Austria Frig A
MAREEZSHEWEFENHELRMTLER, FHiBidHIIRARFESEIRHERERBERIBRESKT.

Quality Austria promotes the large acceptability of its Certificates among users and its international
certification partners. Quality Austria /1 T4 B AL HERA P HEFRAE A MR R 2T E.

For conducting certification, impartiality of Quality Austria and its auditors towards the customers
must be guaranteed. Among other things, Quality Austria and its auditors must not be involved in
designing, implementing or maintaining the information security management system which they
review in an audit. 7 F7F B E THERE, R IE Quality Austria REHFZERAMEF WA EMR. K,
Quality Austria R HE B RANES 5MIEF P IFENERRLEEE RN ST THE.
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3. Registration and making the offer iz R4
3.1 Defining the Time needed for audits acc. to ISO/IEC 27001
WiE ISO/IEC 27001 5 X B % % Ha 1]

ISO/IEC 27001 A & IAUFIEFE

General Note: The audit time and how it is applied is defined in ISO/IEC 27006:2015 and
reported here in this guidance in this section. It is the responsibility of the auditor to plan the
correct audit time in line with this guidance. Any proposed audit time, which is sent through a WIS
order and corresponds to the table below must be verified by the auditor, also regarding factors
that increase or reduce the audit time. A justification of the adapted audit time shall be sent
to the Customer Service Center as evidence. The Customer Service Center (in case of complex
orders in cooperation with the product expert) will give the final ok to the proposed audit time (no
specific answer is needed if time is ok). A good method for this is to use the IMS calculator (see
below) and send the filled excel (or a screen shot of the page) to the CSC.

— UL HAZE A R H N R 5 RAE ISO/IEC 27006:2015 HHBAMmME, FEALBEHIAF T LUER.

FZRAA REEREER AR EENEENE, @it WIS iTREIEN. 5TRAFKEMIE FZR, %
REAFHATEE, FIRNEX RN % & AR, SR8 5 08 R 8 H 3 B R eI AR
RIZZZFPRFER L. ZRBREPL HTFERTR, BEFREREME) KAHE R HZN A4 HREHHE
B CERAEEE, NEREHAGESE) . —MBIFNTEREASEEEER AMS) HESE (T30 ,

FROHFRRBRTRE (BAEER) REEZFREFL.

The audit time (incl. plan and reporting hours) needed for certification is calculated inaccordance
with ISO/IEC 27006 (section 9.1.4 and Annex B).I\NEFT & B AT 18] (AR RIFM SN W) RIRHE
ISO/IEC 27006 (% 9.1.4 ¥HM=E B) +EBHK.

The on-site audit duration must be at least 70% of the total audit time. For the calculation
of the on-site audit time, the qualityaustria IMS Calculator should be used (FO_25_03_17e_IMS
Calculator). Bl 8 i A E D &5 MR 70% . ZEiHE G HE e E R, N{#EH qualityaustria
KsraEHEER (IMS) 588 (FO_25_03_17e_IMS i+#3%) .

Any factors to be taken into account for increasing or reducing the audit duration will have to be
taken from ISO/IEC 27006:2015. £ A& B HF XM KB MBRB LM TE X BE X, #HLHHKE ISO/IEC
27006:2015 KHisE.

The time allocated shall also consider the following factors which relate to the complexity
of the ISMS and therefore to the effort needed to audit the ISMS:

AN ZRUTEEERASEAR (ISMS) HEMEEHANER, Nt 5HFZEEEREE
Bk RTR N T/EEAHER:

a) complexity of the ISMS (e.g. criticality of information, risk situation of the ISMS, etc.);
EERRETHEARNEREE (B, EEMNXREE. GRRLERERNRAKRREE)

b) the type(s) of business performed within scope of the ISMS;
EERZEEHERTEEATRILSRE

c) previously demonstrated performance of the ISMS; {5 8 &4 &k R LA CRIH S

d) extent and diversity of technology utilized in the implementation of the various
components of the ISMS (e.g. number of different IT platforms, number of segregated
networks); 7ZELHifE S Z&BEERNSMRK 2 AEAEANEENZRYE (B, ~ARNG
BERFENBE. BEMENHHER)

e) extent of outsourcing and third party arrangements used within the scope of the ISMS;
HEEEZEEHERTUEENIMNBE=TEE2HNER

f) extent of information system development; {58 R4H kK NEE

g) number of sites and number of Disaster Recovery (DR) sites;
BETREBE DR RMEKRE (DR) ZETHHE

h) for surveillance or re-certification audit: The amount and extent of change relevant to
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the ISMS in accordance with ISO/IEC 17021-1, 8.5.3. % T MW EHERE U EHZ: B
ISO/IEC 17021-1 %8 8.5.3 %, S5EEREBTHARMXWTEENHEMER

Annex C of ISO/IEC 27006 provides examples how these different factors can be taken into
account when calculating audit time.

ISO/IEC 27006 #ffi C $R4L T 78 35 = A% I A1 3 4 5% R X L6 7R Bl B K i~ L«

Additional example factors requiring additional audit time are:

B RS R R B R UR B R R R
— complicated logistics involving more than one building or location in the scope of the ISMS;

BRERZETHEAAZWCHAAF L —HRERAYR—/N KK E RN

— staff speaking more than one language (requiring interpreter(s) or preventing individual
auditors from working independently) or documentation provided in more than one
language; B TAAARILE—MET (REDRRABSBEANEFZALERIARLME) , SERMK
HERAL-FES

— activities that require visiting temporary sites to confirm the activities of the permanent
sites(s) whose management system is subject to certification (see paragraph below next
list); REW RN ZH T, DRAREEER EABRZIENAAZFTNES) GERT—%EBTHE
%)

— high number of standards and regulations that apply to the ISMS.
EATZEEREEEGANREREEMN

Example factors permitting less audit time are R/ HEZE EKRGIEERETE:

no/low risk product/processes; TR KSR K= / KR

— processes involving a single general activity (e.g. service only); ¥ k8 —EMFESKINRE (Fl
w, LRBERS)

— high percentage of persons doing work under the organization’s control performing the
same tasks; 7E4 L6 T NFHFEMES AR LB R

— prior knowledge of the organization (for example, if the organization has already been
certified to another standard by the same certification body); xiZH KK TAE (B
mn, REELRCHE—VEHREE B — R E#T 7B

— high client preparedness for certification (for example, already certified or recognized by
another 3rd party scheme); ZFMHAERHEARRERE (B, S@IHME=TNEFRIZRE N
ESAT)

— high maturity of the management system in place.i# &3k R R M EIR

In situations where the certification client or certified organization provides their product(s) or
service at temporary sites it is important that evaluations of such sites are incorporated into
the certification audit and surveillance programs.7EAE %/ Bk B 3R AR LR 2 I B 37 BT SR B L 7
BIRSHIERT, KX Leiget 37 BT IRE G E S A Bt RIR R EEN.

In accordance with ISO/IEC 27006:2015, the following audit times apply for initial certifications,
surveillance and re-certification audits, including preparation, implementation and report:

#84% ISO/IEC 27006:2015, LA F# Bt RIER FAIKIAE. WEHBEMBENERK, BEEKEE. SHEM
& LIE:
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Table % B.1
Determination of Audit Time #j5E % K} i|]
Audit
Duration
Effective Stage 1 + Onsite
Stage 2 Audit time . Re-
':Z?S'Sﬁié’f . ("gys (Hours) = | Stage 1 gi?,;; fﬁ‘fg"g;'a"ce Certification
including | Naays*0,7*8 | #—HrEt - FAEF &
FRAH reporting | g RSN
time) (M) =N
WK 75*%0,7*8
(a¥E#RE
2R I
RO : B
—HE +
E_HB
I M) 5,0 28 6 22 9 19
11~15 6,0 34 6 28 11 22
16~25 7,0 39 6 33 13 26
26~45 8,5 48 6 42 16 32
46~65 10,0 56 8 48 19 37
66~85 11,0 62 8 54 21 41
86~125 12,0 67 8 59 22 45
126~175 13,0 73 8 65 24 49
176~275 14,0 78 10 68 26 52
276~425 15,0 84 10 74 28 56
426~625 16,5 92 10 82 31 62
626~875 17,5 98 10 88 33 65
876~1175 18,5 104 12 92 35 69
1176~1550 19,5 109 12 97 36 73
1551~2025 21,0 118 12 106 39 78
2026~2675 22,0 123 12 111 41 82
2676~3450 23,0 129 16 113 43 86
3451~4350 24,0 134 16 118 45 90
4351~5450 25,0 140 16 124 47 93
5451~6800 26,0 146 16 130 49 97
6801~8500 27,0 151 16 135 50 101
8501~10700 28,0 157 16 141 52 105
Follow
> 10,700 progression
above iFi¥
& LR b IR

The table above defines the minimum onsite audit time per audit. This corresponds to
70% of the total audit time. L& 78R BN BRRIIGH LR . 0 EH ST 8 5% EH
70%.

When planning your audit, be sure to achieve the correct total audit time, including
preparation, document review and audit report time.ZEER W B TN, F5LHGEBERBLD

HRNE, KPAEWEEE. SUEPR U REER GRS N E.
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In case of simple IS-Systems with low IS-risks audit time may be reduced. The audit time
provided in the audit time chart shall not be reduced by more than 30 % (see also IMS-
calculator). Xt 5 B ZERKMBARMTRERLERG, FHA A LAGEE. B35 E B R e &%
i 4EEREA BT 30% (RELSEERGRTHEBNELNE .

3.2 Specifics for multi-site audits % 34589 B B kg4

The number of auditor days per site, including the central office, shall be calculated for each site.
Reductions may be applizd to take into account the parts of the audit that are not relevant to the
central office or the local sites. Reasons for the justification of such reductions shall be recorded
by the certification body. ¢t M EELHOAEZENNEBANGTEFZABE. ZRIMISFEZANETTEE
SR ERAMBFTAMES, THETEA ABGRAT . IEVAIRIE R HIR & EE .

The reduction shall be done with IAF MD1 and is limited to 20% persite.

B R 3R E R AT #35 (TAF) #3041 (IAF MD1) 347, BEANGHNEIRIBERHZE 20% BIK.

3.3 Sampling in Multi-site audits 3% &R

There are no ISMS specific criteria to decide if sampling is allowed (IAF MD1 contains all
requirements from ISO/IEC 27006:2015). @ FR B AU XAMESE, B ALEGEERETHEHEKR
(ISMS) FHERHEERHE (EFRATRE@REMNSIH 1 (IAF MD1) 4T ISO/IEC 27006:2015 FRIFHE

R .

However, to choose the correct samples, there are specific criteria. In Integrated multi-site audits,
the auditor might need to choose different locations than for other models, based on the following
considerations.fRi, AT HBEEMREE, FE LS ERE. EEESHMEET, FRATRTERET

TR, &F5HMRAAR N7 HE&.

1) Before deciding to take a sampling approach analyse the difference between sites
such that an adequate level of sampling is determined. The activities at each site must be
recorded in the FO_25_03_17 audit program. R ERHMEFEZ R, BANEHRZARKE
B, NTIHEE LK. SANGHTREIEBIICRE FO_25_03_17 & itRF.

2) A representative number of sites should be sampled taking into account:

R AARREREN GRS, ANTERUTEE:

1) the results of internal audits of the head office and the sites;
BB AEMEG A MHERLE R

2) the results of management review;

BHEFHEISR

3) variations in the size of the sites;

EH AR E SR

4) variations in the business purpose of the sites;

EHFLFERNER

5) complexity of the information systems at the different sites;
T RBE B RGN E REE

6) variations in working practices;

THEEBRPER

7) variations in activities undertaken;

i RESINER

8) variations of design and operation of controls;
BRI AET T ERER

9) potential interaction with critical information systems or information systems
processing sensitive information;

5XEE R REBAEERERNEERENBER LIHRL
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10) any differing legal requirements;
AR ERERER
11) geographical and cultural aspects;
MBS EHRIER
12) risk situation of the sites;
B35 B i KR
13) information security incidents at the specific sites.
REGHMRENGEBRRESEH
3) Every site included in the ISMS which is subject to significant risks is audited prior
to initial certification. This means for the initial certification you might need to consider
more samples than:in later audits. ZEFKIANEZ BT, RHE B ZE2BTEERPEFEERRAKBEAN
B ITE . XEWE, SREFHMEL, FIGAER TTRFESRMDEL R
4) In the case of a nonconformity being observed, either at the head office or at a
single site, the corrective action procedure applies to the head office and all sites
covered by the certificate. In the FO_27_01_33 action list your verification needs
to include a statement on this. MRELSBHAEZRANFZHRA T AFET, YIEHEREFN
BERTESBDAZURERRBNFEGR. £ FO_27_01_33 BENiEEERAD, RIFTERELY
RTFX—RKRRH.
5) The audit shall address the client’s head office activities to ensure that a single ISMS applies
to all sites and delivers central management at the operational level. The audit shall
address all the issues outlined above. Plan sufficient time at the head office and document
your findings in the checklist. H &N % F P BB HAAZNES), DRAR—NERRETEKRE
RTHAESFT, #EzEEmRasEheE. FRNAE FRFA B, 8800 E 20 LB IS
B, FREPERRANCRERERS.

3.4 Time needed for combined audits Bt #H T B H]

The ISMS audit may be combined with-audits of other management systems, provided that itcan
be demonstrated that the audit satisfies all requirements for certification of the ISMS.{ 8 Z2&E#

thF& (ISMS) FHALSHMEHRERNEEMLE S, WRAMBIENZHEHEESZEEEGRIMENIT
K.

For calculating of the audit time for all other management systems IAF mandatory document for

the application of ISO/IEC 17021 for audits of integrated management systems (IAF MD 11, Issue
1) shall be applied. Also see RE_25_03_01e_minimum audit time.

5 F A R AN A R AT 18], RN ERRARTIRE (IAF) %TESA U EE R BHMA ISO/IEC
17021 REHIMESCE (IAF MD 11, 8 1 80D . BiESH RE_25_03_01e R #H i H]

For calculating the on-site audit time incl., the time for integrated audits, the qualityaustria !MS
Calculator may be used (FO_25_03_17e_IMS Calculator).7E i+ EI35 H A 1A (LA H B ED
i, ATEAiEA qualityaustria fiss 4B AR (IMS) iHH % (FO_25_03_17e IMS ##H23)

3.5 Remote audit izfEH

Remote auditing techniques can be used. Remote audit planning will be carried out in accordance
with RE_25_03_03e “Rernote assessment”, however remote auditing techniques cannot be
more than 30% of the on-site audit time. T U R A ZREFZEAR. R FHRINKRE
RE_25_03_03e ;@@ WAtk FlE, ik, @R o AR A R AT 55 E SR E K 30%.

If more than 30 % remote audit time are planned, the auditor has to justify the audit plan and
Quality Austria needs to obtain specific approval from the accreditation body prior to its
implementation!! ! 3R # 2 it 552 9 R E1RIE 30%, S % RN B EHRIME &3, 3 H Quality
Austria TEELHE ZUHRIZ ATIRB AT H AR B RHgE !
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3.6 Registration for certification 3 HIAE

Registration will be done by using the registration form FO_25_03_29e “Information offer making
IS” and while considering the General Terms and Conditions of Quality Austria according to the
general process requirements for this process. i fift ¢ if it i F i At £ 4 FO_25_03_29%e (R &&M
KIEBRMRE) KR, HAEEMEFIRBILARRN—BRARER, %8 Quality Austria FiEHKRM%EMH .

3.7 Fees #H

The Fee Model is implemented in qualityaustria GPS and released by the product expert and
qualityaustria manageruent. Ut % # X 2 7 qualityaustria ) GPS £ ifi, B~ HERM
qualityaustria &3 2.

4. Requirements placed on the auditors and technical experts

X B RABARERNER
4.1 Competence Requirements g/ ER

Basis is the qualification process as described in the Regulation RE_05_01_05_01e_Qualification
Guidelines for qualityaustria auditors in general, especially section 2 (schematic overview of
authorization steps), 4 and 5 apply. Rl R qualityaustria ¥ A BRI ERFE, REARINZEN
RE_05_01_05_01e qualityaustria ¥ R X R IFEHEE, RERKEPHE 2 B4 (BRPEFE
B . %4 BoME S5 HHER.

Due to the sector specific requirements, the qualification requirements differ to other models, as
described below (esp. section 3 of RE_05_01_05_01e_Qualification Guidelines for qualityaustria
auditors does NOT apply). i FHAEREMILMER, REFEERSHMAMXARAE, WTHE R
73 RE_05_01_05_01e qualityaustria #4z A B HILERENE 3 HaAEA) -

Language requirements: Auditors need to have B1 English skills, as key documents are kept in
English language. Audits can be carried out and documented in the respective locallanguage.
EEER. ¥ERATREKEE B AT, ENREMHHNEI. FEIERMEARRMNSHIESITR, H
ZIE S IERFEER.

For being authorized as auditor, persons can choose between two options:
X FHEREEZREROAR, o E TR MEFE 3T %
1) Full authorization: The auditor is capable to audit all technical areas of ISO/IEC 27002 all

requirements of ISO/IEC 27006 apply
AEHF: EHEZRAE RS ISO/IEC 27002 HIFTABARSE, TH 2 ISO/IEC 27006 KA EXR

2) MS - Authorization: Auditors are limited to audit the management system relevant aspects
and the following controls of ISO/IEC 27002:

SRR FEANRTHEZSEEAERMEMGE, LA ISO/IEC 27002 A LA T 15 HE:
- Information Security Policies {5 B &£ K%
- Organisation of Information Security /5 8 ®Z&HHR
- Human Resource Security A\ %R %4
- Media Handling /&
- Compliance &
And shall work as co-auditor together with an auditor having a full authorization in ateam.

SRR, BEFERNEDN Y SHELSEZANEZ R —RENFREARTRTE.
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ISO/IEC 27001 AR\ EFE T

The requirements of ISO/IEC 27006/ IAF MD 13 (Annex A) are implemented as follows:
ISO/IEC 27006 / EFrAAI#IE (TAF) 3BHIMEICH 13 (i A) MERTHEARWT:

Clause %
ISO/IEC
27006/ 1IAF
MD 13

1 ISO/IEC
27006,
7.1.2.1.1

2 | ISO/IEC
27006,
7.1.2.1.2

3 I1SO/IEC
27006,
7.1.2.1.3/
IAF
MD13 annex
A,

Ad

4  1SO/IEC
270086,
7.1.2.1.4

No.: RE_27_01_131e

Created: Glukhova

Version: 2023/07

Reviewed: Merti

Content A%

General Requirements

—ER

Information security
management terminology,
principles, practices and
techniques R4+ EME AR
. BN, sERMSEAR

Information security
management system
standards and normative
documents E B &£ HE&
FRbr A RNALTE M S

Business management
practices & & Bk

Page 10 of 24
Released: Stéhrmann

Competence
Requirement FA
AT SRR HER

4-year Work experience
in IT wherefrom two in IS
alternatively B 4 & IT
FHIELR, Kb 2 F&%
f‘@%‘éé (IS) Yig; ;F
specialized degree in
information security or
related areas and two
years of work
experience or H R
REBMARFE L2
1, PR 2 ETIEELR:
Gy
e work experience in
related area and
CISSP examination 7E
XS AE TEEK, F#F
Bt 7 CISSP GEMER
REREEF) Bk
4-year Work experience
alternatively 4 ®£T{EZ&
%, BE

e specialized degree in
information security or
related areas and two
years of work
experience or & 582
REFJMRYGB T F
MUK 2 ETHEER

e work experience in
related area and
CISSP examination #
HETEA TELRIH+ A
BETEMERRERE
£ (CISSP) #if

CIS ISMS certificate or
equivalent

CIS ERREBTHEERTS
HEFER

CIS ISMS certificate or
equivalent

CIS 5 R REEHBRIED
HFASEH

Competence
Requirement MS-A
BFHARBRHMEHER

e 4-year Work
experience in IT and/or
IS related areas and A
ZA4FITHM/ IS HX
FEHTHELS

e Completion of CISSP
course or equivalent 5
Bk CISSP BiEsk A& URE

e 4-year Work
experience in IT and/or
IS related areas and
e Completion of CISSP
course or equivalent 7£
ERHEAR AT) M/ Bifs
B#4 (IS) HXMEH
4 ETHEEZRK, FERE
MiERRAREREEX
(CISSP) #i2siF%&#
i

CIS ISMS certificate or
equivalent

CIS ERREBHAERIEDR
A

CIS ISMS certificate or
equivalent

CIS R REBEAKRIERR
RIZHE

Customer Service Center: A-4020 Linz, Am Winterhafen 1

Phone: +43 732 34 23 22, Fax: +43 732 34 23 23,

www.qualityaustria.com E-Mail: office@qualityaustria.com
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ISO/IEC 27001 1R RINUEIEF

5 ISO/IEC
27006,

7.1.2.1.5 /IAF
MD13 Annex

A, A7

6 ISO/IEC
27006,

7.1.2.1.6 /IAF
MD 13 Annex

A A7

7  ISO/IEC
27006,
710k

8  ISO/IEC
27006,
7.2.1.1

No.: RE_27_01_131e

Created: Glukhova
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Client Business Sector.

k- IRNIR Lt

Client products, processes
and organization Z& 5.

Competence requirements
for leading the ISMS audit
team S EERETHER
(ISMS) #HZFIREE B R

professional education or
training to an equivalent
level of university
education A F|H YU F KEH
KT RIS L #0E s

Four years full time
practical workplace
experience in information
technology of which

at least two years are in a
role or function relating to
information security; M4
Bl {E BB AR S L Br T
2%, RPELHENESE
RBREMXK AL SR G T

Page 11 of 24
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Work experience (at least
2-years in the specific
sector or similar industry
- ISO 9001 groups of
codes apply according to
AA L08) alternatively
2 audits in this sector or
Sector specific training
THELR (RLOERFESSE
FARBITIE 2 FTHEE
1% —— RE AA LO8B EH
ISO 9001 X#B44) , B
EEZSRRITIE 2 R
%, BEREEZILREESEN
B
Work experience (at least
2 years in the specific
sector or similar industry
- ISO 9001 groups of
codes apply according to
AA LO8) alternatively T4k
28 (ELENESZEE
BT ERETELEE ——
#H#E AA LO8, &M ISO
9001 fRA95-4) , ;&

° 2 audits in this

sector or EiZSUHH AT

HRKEE, B

) Scope specific

training #3243zl

% 0 [ /) %5 52 551
CIS IS auditor course or
qualityaustria auditor
certificate CIS (SR R4 &
¥ R R f2 8 qualityaustria

HIZRIEH
Bachelor degree, M.Sc. or

other (NQR Level 6) ¥+
200, B EA A
(NQR A&KFE)

4-year Work experience
in IT wherefrom two in IS
alternatively I£#45 B HAR
(IT) S TIEESR, ®
PREREFERRE (IS)
ug; BE
. specialized
degree in information
security or related areas
and-two years of work
experience or HIEFERR
BB E L EAr,
LR FRE LK
° work experience
in related area and CISSP
examination B & %48
MITELY, FHiBETHEMES
BRGERr4EL%EK (CISSP)
i

Work experience (at least

2 years in the specific

sector or similar industry -

ISO 9001 groups of codes

apply according to AALO8)

alternatively T4 %K (&

SERETWERMT LA

AETIELE — R\ AA

LO8 #r#t, EA ISO 9001

WIS ; BEREEDT

sz —

e 2 audits in this sector
or i AT # AT T W IR
W, B

e Sector specific
training 47 k%% 52 £ I

Work experience (at least

2 years in the specific

sector or similar industry -

ISO 9001 groups of codes

apply according to AA L08)

alternatively TEZ&K (£

DR EAT B BUAT LA

FETHELZHE — BIE AA

L08, &H ISO 9001 R4

), BEVEFUTHERZ

e 2 audits in this sector
or AT TRk E
%, 3
e Scope specific training
WEBEGREE
CIS IS auditor course or
qualityaustria auditor
certificate CIS 5B R4 EH
R 78 qualityaustria &
¥ RAEH
Bachelor degree, M.Sc. or
other (NQR Level 6) %1%
fr. MR
(NQR AZKF)

e 4-year Work
experience in IT and/or
IS related areas and %
EREAR T) M/ BE
Bx4 (IS) MxEH
FOEITELR, #E

e Completion of CISSP
course or equivalent
SR TEMMEERER
&R (CISSP) #fE
RFEFRE

Customer Service Center: A-4020 Linz, Am Winterhafen 1
Phone: +43 732 34 23 22, Fax: +43 732 34 23 23,
www.qualityaustria.com E-Mail: pffice@qualityaustria.com
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ISO/IEC 27001 A & INIF4EFE

10

11
ISO/1EC
27006,
7.2.1.1d);
also see
amendement
RESRBIE

No.: RE_27_01_131e
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successfully completed at
least five days of training,
the scope of which covers
ISMS audits and

audit management 2RI 5
REANBHEREN, ZE
MERREEEREEEER

(ISMS) HREL REIZEE

has gained experience of
auditing ISMS priorto
acting as an auditor
performing ISMS audits.
This experience shall be
gained by performing asan
auditor-in-training
monitored by an ISMS
evaluator (see ISO/IEC
17021-1:2015, 9.2.2.1.4)
in at least one ISMS initial
certification audit (stage 1
and stage 2) or re-
certification and at  least
one surveillance audit. This
experience shall be gained
in at least 10 ISMS on-site
audit days and performed
in the last 5 years. The
participation shall include
review of documentation

and risk assessment,
implementation
assessment and audit

reporting. IR TERE
£EWER (ISMS) HRZHEH
MRAZH, BRET ISMS &
BAFENAY. E8%NET
EREIFZRALE ISMS P4
RBMET (W ISO/IEC
17021-1:2015 ’
9.2 2.1.4) FRI/ERIKEL,
BEAsE5—Kk ISMS ¥k
EHEZ (B—HBEANE_H
B) BEANERERZ, URED
—RUEEE. XMERNE
£/ 10 4 ISMS B E#ZAE
IREL, FERELE S ER
SRH. 25T ENAEXY
WE., AR PE. LM% R
4 DA R B AR IRl .

Page 12 of 24
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e CISSP examination
and ELEMEER
gimetx (CISSP)
3,

e CIS ISMS course
and £/ CIS (R %
£E8ER (ISMS)
B

e CIS
course
qualityaustria
auditor certificate
5 CIS 5 R &4
HZRARE;, ®&
R
qualityaustria &
BRRIER

As observer at least one
ISMS initial certification
audit (stage 1 and stage
2) or re-certification and
at least one surveillance
audit. fEANER, 24025
—RERZLEHEEKR
(ISMS) FIKINEF % (3B
=B BRAE B BB
EF%, UEELS—KEE
.

IS-Auditor
or

The participation shall
include review of
documentation and risk
assessment,
implementation
assessment and audit

reporting. &5 T/EN A
AR VR RS VRA
SEREE LR AR IR
MRE.

e Completion of CISSP
course or equivalent
and SEREMER RS
e&EF (CISSP) #
B R%RE

e CIS ISMS course and
SERL CIS G RRAEE
#& (ISMS) #iE

e CIS IS-Auditor
course or
qualityaustria
auditor certificate
SERk CIS (5 R A%
HAZRARE: SE
#H
qualityaustria &

BRI

As observer at least one
ISMS initial certification
audit (stage 1 and stage 2)
or re-certification and at
least one surveillance
audit. /EANE R, Eb S5
—~REEREEHEHKER
(ISMS) #MKIMNEF¥ (F
—M BB B REE
HE, UREL—KREEBESF
¥%.

The participation shall
include review of
documentationand risk
assessment,
implementation
assessment and  audit

reporting. 25 TR G#EX
ARV KRR SRR
8 U VPAE AR B AR R o 3R
5.
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Alh

lityaustric
Q ratyBta ISO/IEC 27001 4 F A4

12 Relevant ~and  current CISSP ' certificate not CISSP course not older
experience #iXB|HL older than three years than three years F#it=
L (FR) THEAZENEN  ENERERAKREER
BRREREERK (CISSP) ##2
(CISSP) iE$H
13 keeps current knowledge  participate in yearly IS-  Participate in yearly IS-
and skills in information calibration meetings 1  calibration meetings £
security and auditing upto  gpris x4 (IS) KL  EELEER4S (IS) RES
date through e
continual professional
development J@iLFLLmE
ERE, FEEREMERH
KRR S B BRI BT R A
14 ISO/IEC Selecting  auditors ~ for participate in at least Participate in at leastthree
27006, leading the team $iE5 M  three ISMS audits as - ISMS audits as auditor A2
7.2.1.2 SH R EZR auditor A2 1fEx A2 FiZ5  1EA A2 EBRASE5ZEL=R
BE5ZEL=ZREEZELEETE (FEERLEHEBR (ISMS)
&% (ISMS) #H# X
15 IAF MD13  knowledge of terminology CIS ISMS course CIS ISMS course
annex A (Al, and principles including CIS ERRLEHEER CIS ERZA&THEKR
A2, A3, A6 ISO/IEC 27000, practices, (ISMS) &f2 (ISMS) ##2

techniques,

risk assessment and risk
management included in
ISO/IEC 27007, ISO/IEC
TS 27008, 1SO/IEC 17021-
1, ISO/IEC 27006 and
SO/IEC 27005. # # &4 #
ISO/IEC 27000 R5IHR#E+EY
ARERREN, SLBEHE. HA,
L R ISO/IEC 27007 .,
ISO/IEC TS 27008
ISO/IEC 17021 - 1 .
ISO/IEC 27006 #1 ISO/IEC
27005 Bl ot i R K P4l &5

RGE AR
16 IAF MD13" General legal and CIS ISMS course CIS ISMS course
annex A, regulatory requirements  CIS (s B &4 EHEAER CIS = R&2EHER
AS / ISO/IEC . related to ISMSs  (ISMS) it (ISMS) ##2
27006, (intellectual property,
A3.1 content, protection and

retention of organizational
records, data protection
and privacy, regulation of
cryptographic  controls,

electronic commerce,
electronic and digital
signatures, workplace

surveillance,
telecommunications
interception and
monitoring of data (e.g. e-
mail), computer abuse,

electronic evidence
collection, penetration
testing, international and
national sector-specific
requirements (e.q.
banking).
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Q qualitygustria ISO/IEC 27001 {k Z LSS

with Q) )

ERGRERRE2EHEBK AR
(ISMSs) H XM —ERM
EHLER (BEHIRER. B
HEFURHAREFRHNERE.
AR FEP B s SH 8
BE. BFHF. BTz
2. TEGFRER. BER
AR BN TR
) HEHLEA. BTEE
WE. BEMNR. BFRAMEA
BT ER (nRiTk)

17 IAF MD ' new controls contained CIS ISMS  Auditor CIS ISMS Auditor
26:2023, 4.2 i 1SQ/IEC 27002:2022, course or course or
/  ISO/IEC 'and their qualityaustria auditor qualityaustria auditor
27002:2022° 1mplementation certificate certificate
/ ISO/IEC 27002:2022 %t CIS ISMS #HiZRRfEH . CIS ISMS #H i RRER
ISO/IEC A4 R ) B H qualityaustria #1% RiE . qualityaustria #F#% RiE
27001:2022/ e £
ISO/IEC
27006:2015,
7.1.2.1.3 b).

Exceptionally, shorter duration of experience or experiences in the fields other thaninformation
security may be considered as appropriate. In such cases, the candidate shall provide evidence
that the experience is equivalent. #BFR T, BEH KK THELRRESZETBUSINITHEL2YE, &
EHBAFULR. FHEEET, FEANRGIEEIHAZEAFRSEMNN.

IMPORTANT: A self-declaration of the auditor to demonstrate competence without
appropriate verification documents is insufficient. EERR: ¥ZRANEBREH VAR R &M

BrRRSy, WiJiE MRS, XRATEL K.

A. Requirements for Observers W% A ER:
Full authorization (for details and alternatives, see above):

MR (FRFAESMERFTR, ELLD
1) University degree K2%4r

2) 4-year Work experience in IT wherefrom two in IS (or equivalent, see above)
HEREER AT A NETELR, RYREEEELE (S 98 (EASER, LLE3O
3) Completion of CIS ISMS certificate (or equivalent)

KB CIS BERREEHEER (SMS) EH (BRFERH)

4) Completion of CIS IS auditor certificate (or equivalent)

KB CIS 5RAGZ (IS) #FHRALES (BRAFEF)

MS authorization (for details and alternatives, see above):
MS # (FXR#MERMBATR, HRLID .
1) University degree k&4

2) four years IT/IS related workplace experience (or equivalent, see above)
MESFEREAR / EERE AT/IS) MANITELR (SHR%ER, RE30O

3) CISSP course (not older than three years)

STREMEEREREER (CISSP) #i2 GRESHRN RAEE=4)

4) Completion of CIS ISMS cetrtificate (or equivalent)

18 CIS ERRE&EHER (ISMS) EH (FFEFER

5) Completion of CIS IS auditor certificate (or equivalent)

A CIS FREAL (IS) FHERAIER (HRASER)
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ISO/IEC 27001 AR iINIEFRTE

B. Requirements Auditor A2 A2 HEZRER

For Observers to be authorized as A2, the following requirements have to befulfilled:
T EHRPN A2 ZHEERAKNNER, LR FER:

1. Initial auditor training at Quality Austria

7£ Quality Austria £:hn#74% % % R 351

2. Self-study of this Guideline and successful completion of the Moodle test(s) incl. knowledge
check ISO/IEC 27001

YA, FMIIEMR Moodle Wil (A} ISO/IEC 27001 HIMIRHER)

3. As observer at least one ISMS initial certification audit (stage 1 and stage 2) or re-
certification and_ positive assessment by a commissioned Auditor Al
(FO_05_01_03_03e_Assessing observers auditors) and at least one surveillance audit.

EAUMER, EL25-REBRLEEHEAR (ISMS) MEKINEFEE CGE—HBERE MR RENEF

B, FBIRRIEN Al FHFZRANERIFH (%5304 FO_05_01_03_03e (IFEMEBRAMFZR) O ,

Rt 208 5— R WE#Hi%

4. The total duration of audits should be at least 10 on-site audit days, performed in the last
5 years. HEZ AR KR ZAH 10 MG FZE, HXEFERELE 5 FRER
For MS authorisation, extensive audit experience in other  Management System models
(esp. ISO 9001, 45001, ISO 22301) as qualityaustria lead auditor can be accepted. Audit
experience shall be however at least 20 on-site days.
3tF MS #£4, fEX qualityaustria f# %A K, EHMEERERBER (BE5R 1SO 9001, ISO
45001. ISO 22301) HEFEMFRLRETUEEZN. Rd, FREREDRA 20 MRFHHEZK
q 5
For full authorisation, extensive current system evaluation experience (system analysis,
threat analysis, network analysis, incident management, internal audits) can be accepted
as equivalent.x F2£mWERN, LiTHAEENERIFELE GRS BT W&o, F
HEHE. NEFEEZS) TERAREZRSRY

Notes EEFIN:
Auditors who have been appointed as auditor for other accredited Certification Bodies (e.g. CIS),
can be appointed as A2 auditor, directly. C4HMNTAENHE (0 CIS) [EAAFZRNAR, FTUEE

WAL A2 BHERR.

C. Requirements Auditor A1 Al HEZREXR

Note: Auditors with-MS-Authorisation cannot get Al status.
ERFD: KB MSBRNEERALERS Al ZRA.

For Auditors A2 to be authorized as Auditor A1, the following requirements have to be fulfilled:
XF A2 ZEZRBEREB Al FHEZAKER, DA RUTER:
1. 3 audits as co-auditor with status A2 LA A2 iEBRFMIENFRARS 3 KEH

Notes & HIR:

Auditors who have been appointed as lead-auditor for other accredited Certification Bodies (e.g.
CIS), can be appointed as Al auditor, directly. Their first audit for Quality Austria as A1 must be
supervised, monitored and evaluated by an appointed qualityaustria A1 Auditor. 2.4 F At A FTAIE
Mt (dn CIS) EarAsBAKMAR, TUBEBHEMN AL FHEEZER. MIER Al ZHEEZRE Quality
Austria BHTRE R ER, LAHEER Quality Austria A1 F#EiZ AT E . WIEMPMHL.

4.2 Appointment for an EAC Code EAC UG K4 fy

In addition to the application for appointment as an auditor for a specific standard, it is also
necessary to apply for which EAC Scope one wishes to be appointed. See
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ISO/IEC 27001 #A RINIEFR S

o

S weithy Q3 y

FO_05_01_05_02_Application form EAC Scope and RE_05_01_05_12_Approvals EACScope.
BT BB T BN E RS, TRERIERSBRIEANRRIATSEHSR (EAC) HINETEHE.
HZ R FO_05_01_05_02 (EAC W&EEHiER) UK RE_05_01_05_12 (EAC W& EERA )

For the evaluation of different professional experience and training, the EAC scopes were divided
on a risk-based approach into groups (A, B, C) that can be viewed as "related" for ISO/IEC
27001. E.g. Group A has a high regulatory background. AT iFER R & WA RMEBNHER, ETX
K 7vE, EAC Bk ERS RIS A AL B, C %4, T ISO/IEC 27001 IREM S, XUATHIN “H
KW Bln, A ARERRNEESR.

Industry group C (non-specific / generic) does not have any special industry specifics, so thatit
can be properly audited by any appointed auditor. C 4744 (FE4%5E / B AREEMSEBRIT LG
f, E, EMEAEG K E R A U 3T E S .

N2 Industry {Ti EAC Group

Scopes
EAcw AH
_ 2]
1 Coke and Refined Petroleum Products £55% Mg A 7= 5 10 A
2 Nuclear Fuel &% | 11 A
3 Chemicals, Chemical Products and Fibres b2 &, k285 &4 12 A
4 Pharmaceuticals #&; %44 13 A
5 Ship building &M 20 A
6 Aerospace fiT 21 A
7 Mining and Quarrying, Extraction of crude petroleum and natural gas 2 B
Ry MRE, RHARARSHIER
8 Basic metals and Fabricated Metal Products il &R EERH & [ 17 B
9 Machinery and Equipment Hligi & |18 B
10 Electrical and Optical Equipment, Communication Technology, Medical (719 B
Devices SN W&. BEBA. BEITHEMR _
11 Other Transport Equipment, Manufacture of motor vehicles / parts of motor vehicles| 22 | B

|
|
HAEREE, KESIE/ S ETHG I

12 Recycling BI¥CF H 24 B
13 | Electricity supply &4t 25 B
14 Gas supply RS 4t 26 B
15 Water supply itk > 27 B
16 Construction &i% f . | 28 B
17 Transport, Storage and Communication ¥ MRS [ 31 B
18 Financial Intermediation, Real Estate, Renting &gt 4. EH#i=. K% | 32 B
No.: RE_27_01_131e Version: 2023/07 Page 16 of 24 Customer Service Center: A-4020 Linz, Am Winterhafen 1

Phone: +43 732 34 23 22, Fax: +43 732 34 23 23,

Released: Stéhrmann www.qualityaustria.com E-Mail: office@qualityaustria.com

Created: Glukhova Reviewed: Mertl



Guide for System Certification
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istria
ity

19 Information Technology {5 8 A ‘ : 33 B
20 Public administration A3t& : | 36 B
21 Agriculture, Hunting, Forestry & Fishing k. #p4&. sl | 1 C
22 Food products, Beverages and Tobacco & /& . HokHf/@eE | 3 I C
23 Textile and Textile Product; ;)EZR&QJEZRF‘EE: | 4 ! C
24 Leather and Leather Products & % 5 %41 & { 5 C
25 Wood and Wood Products A# &A% H | - 6 | C
26 Pulp, Patper and\I;aper Products 4532, 45k ALK& 7 c
27 Publishing Companies Hf&A ] > O | 8 C
28 Printiﬁg Companies EfRIZA =] 2\ oS I 9 | c
29 Rubber and Plastic Products #% 50 # k5 & | 14 | C
30 Non-metallic Mineral Products & B Y% & | 15 c
31 Concrete, Cement, Lime, Plater etc. ¥+, K. AR, KBS | 16 | C
32 Manufacturing not elsewhere classified Kf&ﬂ%ﬁ%%ﬂi‘ﬁﬂ | 23 | C
33 Wholesale and retail trade; repair of motor vehicles, motorcycles and personal and | 29 Cc

houselhold goods #tx FIERE; KE. BEREURNANKEAMEHE

34 Hotels and Restaurants E{HA4E 30 @
35 Engineering Services T2 % | 34 C
36 Other Services; business, management and tax constultancy, Technical, physical 35 C

and chemical tesing and analysis

FARMRS: Mk, BEMBEEN, TR, YEALEURS 5 _
37 C

37 Education ##& |

38 Health and Social Work, Human health activities, Veterinary activities 38 C
RFEMLSTHE, ARRRES, BEED

39 Other Social Services; Sewage and refuse disposal Hfh#t &M% ; 1SRN R 39 c

4.3 Impartiality A%

Quality Austria auditors shall be impartial and free from engagements and influences which could
affect their objectivity, and in particular shall notbe:

Quality Austria BIE i RMRFAE, BAZUEERAZNEOLEBEAEWERKTR, LHATIEFUT
1T A:

a) involved in the stages of the client product or service life cycle

S5& P SBURS L AR & AT B

b) involved in the design, implementation or maintenance of the information security
management systems being audited
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ISO/IEC 27001 R R AFIETE

SELRERZHENERREETHRERNBIT. LSRG T

c) an authorized representative of the client organization, nor represent the parties engaged
in these activities

R HANEBRE, BABRERS 5XLESNEH

The situations hereafter are examples where impartiality is compromised in reference to the
criteria defined in a) to c):
UTFXEERESR ER a) E c) TiFE Mg, REAEESIIREHPT:
a) the auditor having a financial interest in the client organization being audited (e.g., holding
stock in the organization) # X REHEFHEMNEFHAFHFELFRERR (tin, FE ALK
2
b) the auditor being employed currently by a similar company ## R B SEF K52 RLUNL
S|
c) the auditor being a member of staff from a research institute or-a consultant having a
commercial contract or equivalent interest with the client or similar company # R 23
ANBP—RZTEAR, EHEREEFBRABUAFEA Bk F AL R S F 25 3% R 1B

4.4 Maintenance of competence 4:#&g:

The general qualityaustria procedures shall be applied — see RE_05_01_06_01e_Maintenance of
competence for auditors. N ¥ Quality Austria ¥iEHEF —— ¥ A3 RE_05_01_06_0le FixRA
ESI R

In addition, each auditor has to participate in the yearly calibration regarding ISO/IEC 27001. In
addition, further training is expected. Participation in at least 2 days of further education (e.g. CIS
Forum) in 3 years is a minimum requirement. tt4h, S FEZ R AL FHS Mk F ISO/IEC 27001 #r#E
MEFRHEES. B, TERSIE—SHH). BERERREZEAZSSMAMFHERIBBEEAD (Fl
CIS RIZHXER) -

5. Conducting audits $TH

Unless stated differently, audits in all respects will be conducted analogously to the qualityaustria
procedures as defined for ISO 9001.FxEBEME, & NIFTA 7 1H K %A K Quality Austria £t3f
ISO 9001 Frlse M2 25l k1T .

5.1 Specifics BN

Before the certification audit, the certification body shall ask the client to provide ISMS data by
using the Quality Austria form FO 27_01_210 ISMS_Stagel_evidences.7E# /T WIE #2870, WIEML
IR ER Z P Quality Austria #E# FO 27_01_210 R 245 BER (ISMS) H—HBIEHERKE
HEEREEHERHPIE.

The certification body also shall ask the client to report if any ISMS related information (such as
ISMS records or information about design and effectiveness of controls) cannot be made available
for review by the audit team because it contains confidential or sensitive information. A EHLAE
MEREFRE, REFEEASERREEHARMEANGEE (BNEERRABTHEERER, HAXENHEE
MR HAERENER , EaSHFREREENAERMLS FHAN®ITHE.

The certification body shall determine whether the ISMS can be adequately audited in the absence
of such information. If the certification body concludes that it is not possible to adequately audit
the ISMS without reviewing the identified confidential or sensitive information, it shall advise the
client that the certification audit cannot take place until appropriate access arrangements are
granted. WENLMRIRR BB IRERKIER T, ESNAEBNEEREETEERETRSFZ. WFINE
MBI R, WAETHEAERRINHNIERBREL, REENELRETHEERAETRISFR, BAEMN
HHEF, ERBEUHERNTHZA, BEHETMEFRZ.

No.: RE_27_01_131e Version: 2023/07 Page 18 of 24 Customer Service Center: A-4020 Linz, Am Winterhafen 1
Released: Stéhrmann Phone: +43 732 34 23 22, Fax: +43 732 34 23 23,
Created: Glukhova Reviewed: Mertl b www qualltyaustria.com E-Mall: office@qualityaustria.com



@ qualityau'g Guide for System Certification

ISO/IEC 27001 f& &I ES

seb wilh Qusht

For the audit stage 1 and audit stage 2, the corresponding ISO/IEC 27001 checklists (stage 1 and
stage 2) shall be used: X FH—MrEHZME M B, RiEFAMERK ISO/IEC 27001 REXR (F—H
BMEZMED
Stage 1 SF—FrE:

e CL_27_01_185e_Stagel_ 27001

e FO 27_01_2101SMS_Stagel_evidences SR EZLEHAR (ISMS) B—HERIFER
Stage 2 B _MrEk:

e CL_27 01_186e_1S027001_2013

e CL_27 01_187e_ IS0 27001_2022

e FO 27_01_030e audit and assessment plan (time plan) ##& 51%441%1 (BHAEITHRD

e FO_27_01_209e Auditreport_ MD_ISMS {ERLZ4EHARFEZRE

5.2 Specialities in ISO/IEC 27001 audits ISO/IEC 27001 HEZNEEARE

Special attention shall be paid to the following focus areas according to paragraph 9.4.2 and Annex
D ,Guidance for review of implemented ISO/IEC 27001:2013 Annex A controls” of ISO/IEC
27006:2015.18# ISO/IEC 27006:2015 K% 9.4.2 B LU R+ D E LMK ISO/IEC 27001:2013 [

A BHIERE PR, BRI LT B RS

5.3 Major nonconformities ZERF&H

Examples of major nonconformities which require the acceptance and the verification of the
effectiveness of correction and corrective actions are as follows:

T R—UFERZHRUMIE R EHEE BN ERA S TR

a) failure to fully address applicable requirements and implement an entire process for
information security management systems (e.g. failure to have a complaint handling or training
system, evidences of management reviews and internal information security management systems
audits are missed)

RELEHLEAER, ERLHEERRABTEGANRERMARE (P, BERFLERFNRE, REREEF
HA ARG B R EE R R IZNIESR)

b) failure to implement applicable requirements for information security management systems
REESEHES B2 T EIE RIERER

c) failure to implement appropriate corrective action & SEitiiE %4 )24 IEFS 1

d) repeated nonconformities from previous audits Z B S HIKERERFE T

5.4 Special audits 5k H %

The activities necessary to perform special audits shall be subject to special provision if a client
with a certified ISMS makes major modifications to its system or if other changes take place which
could affect the basis of its certification IR CHKBEERLEEER (ISMS) WIEME 0 Kk R#T
BABE, BERETHMTEEMEIEREREE, A4 BT & TR P T A 05 3 ROE R R TR ALE -

6. Certification decision, printing the Certificate and granting
Certificates iE$. ITEHERMBRIES

The certification decision shall be based, additionally to the requirements of p. 9.5 .1 ISO/IEC
27006, on the certification recommendation of the audit team as provided in their certification
audit report. B 744 ISO/IEC 27006 % 9.5.1 ZKERZ SN, NERELRNE T HZE L EH %

& e HEAER W .

The persons that take the decision on granting certification should not normally overturn a
negative recommendation of the audit team. If such a situation does arise, the veto power shall
document and justify the basis for the decision to overturn the recommendation.@#EW T,
HBFIEREMHA RSN FZANSHNE 2RI . MBHTHRTXMER, BESREBA RN
SRIF UL BAHERN R WA e BT T L
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For competence criteria the qualityaustria regulation RE_27_01_063_Approval of Business
Transactions applies. In addition, the Veto-reviewer has to be appointed as qualityaustria auditor
for ISO/IEC 27001 at least with status “B” (observer). % T8 %5, Quality Austria KI#lE
RE_27_01_063 (Rl H#tA) &EH. i, BREZALFAFREANZLELSE "B" & NER) S4H
Quality Austria ISO/IEC 27001 #¥ R .

Detailed analyse see Annex A. #4854 LM A,

Certification shall not be granted to the client until there is sufficient evidence to demonstrate
that arrangements for management reviews and internal ISMS audits have been implemented,
are effective and will be maintained. EF R4S IEHIEBEEF CLE TR ENEEREETEER
(ISMS) M#EEZNZHE, HXSRHRA MR, TREFEPINE.

As for Certificates and for printing Certificates, the procedures as defined for ISO 9001 will
generally apply. ZFIFHUARIERKTED, BHEBEH N ISO 9001 Al HEF.

The qualityaustria system certificates according to ISO/IEC 27001 are generally valid for 3 years.
#ZH ISO/IEC 27001 Mk Quality Austria ERIEH, —BE MR 3 £,

7. Maintenance and recertification #&MEI L

As for maintenance of the Certificate (surveillance activities and recertification), the requirements
relating to ISO 9001 will principally apply. ZFiEH%F (WEESHMEINE) , 5 ISO 9001 XK
ESREN ERIMEHR.

8. Transition Revision ISO/IEC 27001:2022
] ISO/IEC 27001:2022 ###: K #BIT

Transition audit programme ##%HEE 5 R:

- transition to ISO/IEC 27001:2022 version can occur in frame of re-certification audit. The
audit time according with Table B.1

- [ ISO/IEC 27001:2022 A # eI £ FANERFZMIER AT, SRREKER B.1 HE.

- transition to ISO/IEC 27001:2022 version can occur in frame of surveillance audit. The
audit time according with Table B.1. plus additional time - min 4 hours (time might be
increased depending on complexity of organization/controls).

- [ ISO/IEC 27001:2022 JRAME ¥ th Al 78 B WX IIESR A AT . STl k48R B.1, Bt
WO A, —— ZE2> 4 it (BHEATRESIRIBA L / ShlRRNEREE RN .

- The transition can be carried out in a specific transition audit. The audit time - min 4 hours
(might be adapted depending on complexity of organization/controls). Such an audit can
be carried out remotely, if the transition audit objectives can be met (use checklist for risk
assessment).

- HEBRAERENERERPET. FRHEAEDN 4 D (TREBIEAR / BHIEEN T REREI#T
W) . RGBS TMBRFEZ AR, WRFHETLUOERET (EAXKRIEHRER) .

General remark: A pure document review is insufficient - the updated controls shall be reviewed
in the surveillance audit.

—REREI: ROV RABH —7E BB R RO E B TR KR .

Transition Process ## 2

o Before the transition audit, the certified customer will be asked by the lead auditor to
provide a full list of updated controls (FO 27_01_210e_ISMS_Stagel_evidences, section
5).

e AHBFEBZA, FRAKSERETNIEINEZFNFRUEEH FHERBEERN TEER (FO
27_01_210e_ISMS_%—HrBHE#ER, % 5 &

e The customer should describe the Changed / additional controls in the column “Remarks”.
Instead of describing the carried out changes in this document, a separate gap analysis can

be submitted.
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o EPMNE “RE"RIHREOEE / HMHBFER. BT ERG PR DSRNAREZ SN, T
T — G BB I 22 BE Sy BT AR
During the transition audit the auditor shall verify and give a written statement in the audit
report (please include the four items in section 1.2 “Developments since the lastaudit”):
EHBEEHR, FEARBITEAE, FAEFZREPAHPESY GEE 1.2 8 L REELURKHR"
HOHEEUTHHEAZR) -

- the gap analysis of ISO/IEC 27001:2022, as well as the need for changes to the client’s
ISMS;

- Xt ISO/IEC 27001:2022 MZESHT, UAZEFEEREEHGER (ISMS) REFEXE

- the updating of the statement of applicability (SoA);

- EFMEH (SoA) WIEHER

- if applicable, the updating of the risk treatment plan;

- (CERD. KK AL THRI B B 1B L
the implementation and effectiveness of the new or changed controls chosen by the
clients. and effectiveness of the new or changed controls chosen by theclients.

7 B % 05 R B 2 B 4 ) e A S R B R B

For each audit with the scope of transition to ISO/IEC 27001:2022 a veto-check shall be carried
out. A FE—WP KM ISO/IEC 27001:2022 #HpHE, HNHITHEREE.

The updated certificate can only be issued after successful transition audit to ISO/IEC
27001:2022. RFEMRIh5ERAE ISO/IEC 27001:2022 M2 5, ABMEEHEIIER.
The certificate ISO/IEC 27001:2022 shall keep the original certification cycle.

ISO/IEC 27001:2022 iE MR FA HIEA R

The transfer shall be completed before October 2025, any ISO/IEC 27001:2013 certificate will be
withdrawn by 01.11.2025. No initial audits according to ISO/IEC 27001:2013 may start after
1.11.2023. ¥#pigE 2025 4 10 HZ Bi5EmR, £ ISO/IEC 27001:2013 IEH#§4E 2025 F 11 A 1 H
B4, B 2023 £ 11 A 1 Hig, THHEFHIER ISO/IEC 27001:2013 #THAIRE K.

Upgrade Auditor Training &8 R 7 43%I:

All auditors, whose training was based on ISO/IEC 27001:2013 must complete an upgrade training
to the new standard including a knowledge check (20 questions). Auditors can only be appointed
to the new version of the standard, when this upgrade training is completed. fi A& 3 & JIl & T
ISO/IEC 27001:2013 #R#EMIH R, #LASERE ST FARERF LRI, RPEE—RMAERK (20 ER
B) « REERBRETAFIIZE, RS RBHEBIRETE TR EETE,

9. Accreditation A1)

Quality Austria is accredited by Accreditation Austria.

Quality Austria DRE BEMFARTR R & (Accreditation Austria) BT,
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10. Enclosures [

o FO_25_03_29e_Information_offer_making_IS; FO_25_03_29_Informationen zur
Angebotserstellung_IS 15 824 MR ST

e FO_25_03_17e_IMS Calculator IMS & 8%

e FO_05_01_03_15e_Qualification form for ISO 27001 ISO 27001 ##&AIERE

* RE_05_01_05_01e_Qualification Guidelines for qualityaustria auditors qualityaustria &%
REMIEF T4

e RE_05_01_06_01e_Maintenance of competence for auditors &% R i 4tk

o FO_05_01_03_03e_assessing observers iF{iME R

e FO_05_01_05_02e_Application form EAC Scope EAC {EE 5%

e RE_05_01_05_12_Approvals EAC Scope EAC JEE#t#R

e RE_27_01_074e_Certification of multi-site organizations %%Fr4ESIE

e CL_27_01_185e_Stagel_27001 27001 —FrBtcf

o FO 27_01_210e_ISMS_Stagel_evidences {5 R #4EHER (ISMS) E—MERIFER

e CL _27_01_186e_1S0 27001_2013

o CL_27 01_187e 1S5S0 27001_2022

e FO_27_01_209e Auditreport_MD_ISMS; FO_27_01_209 Auditbericht_MP_ISMS

o FEZAEHIARMD HiZME

e FO 27_01_030e audit and assessment plan (time plan) ## S5F&iHR] (BHEHRID

e FO_27_01_033e action list {75h& &

e qualityaustria - Sample Certificate ISO/IEC 27001

¢ qualityaustria ) ISO/IEC 27001 iEH#E4

 ISO/IEC 27001:2013 “Information technology — Security techniques — Information
security management systems — Requirements”

e ISO/IEC 27001:2013 R EHA —REBR —FEREFHE AR —ER

e ISO/IEC 27001:2022 “Information technology — Security techniques — Information
security management systems — Requirements”

o ISO/IEC 27001:2022 EREBAR —R&A&ER —ERREEHER —EXR

e ISO/IEC 27002:2022 Information security, cybersecurity and privacy protection —
Informationsecurity controls

o ISO/IEC 27002:2022 R &4, MELZEMBRAGEY — FEREEH

e ISO/IEC 27006:2015 “Information technology — Security techniques — Requirements for
bodies providing audit and certification of information security management systems”

o ISO/IEC 27006:2015 R HAR —R=&BR —REEERETHERFZMAENHEER

o IAF Mandatory Document for the Audit and Certification of a Management System
Operated by a Multi-Site Organization (IAF MD 1:2023)

o ERRATTIRE (IAF) %F2HHEARSEEREHANERES I (IAF MD 1:2023)

* IAF mandatory document for the application of ISO/IEC 17021 for audits ofintegrated
management systems (IAF MD 11:2023)

o IAF XT¥ ISO/IEC 17021 N T47& B4k RE MR H| X4 (IAF MD 11:2023)

¢ IAF mandatory document for the transition requirements for ISO/IEC 27001:2022 (IAF
MD 26:2023)

o IAF XF ISO/IEC 27001:2022 H# BRI MM (IAF MD 26:2023)
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11. Annex A: Analyse requirements for Veto-rejection

persons [ A: 24T veto-B REUKER

ISO 27006 requirements for veto-persons
1SO 27006 X B A RKIER

Implementation at Quality
Austria
Quality Austria LR R

7.1.2.4 Competence requirements for reviewing audit reports and
making certification'decisions
EEFRRE NG HMEREHA R AER

7.1.2.4.1 General AN

The personnel reviewing audit reports and making certification decisions
shall have knowledge that enables them to verify the appropriateness of
the scope of certification as well as changes to the scope and theirimpact
on the effectiveness of the audit, in particular the continuing validity of
the identification of‘interfaces and dependencies and the associated risks.
FEEZREFMIBNERENARPAZBHRER, 0888 ISE N ETE B #E
"k, DETEERRERAN FRAMENWE, HHREOMKRExRRINESE
Rt DL B AR AR «

Experience in management
system certification, 2 Years
as Lead Auditor for an ISO
17021-1 related standard or
2 years of full time
employment for a ISO 27001
accredited CB A& BHE R
IIELK, $#4F5 ISO 17021 -
1 MR EZRAK 2 €, o
E3R18 1SO 27001 ARTHIIAE
PIHMAERTIE 2 &£

Additionally, the personnel reviewing audit reports and making the
certification decisions shall have knowledge of:

a) management systems in general;

b) audit processes and procedures;

c) audit principles, practices and techniques.

BESh, BEEZIRE HEHNERENA R AEZ T B KR

a) ~BEBER;

b) FEMEMER:

c) HEEN. LBAHER.

CIS IS Manager Certificate
and

CIS IS Auditor Certificate or
qualityaustria auditor
certificate

THA CIS GR&ZAL|IUER
1 CIS EREAFHRIES,
& qualityaustria 81 RiEH

7.1.2.4.2 Information security management terminology, principles,
practices and techniques
EEREFHARE. BN, EBRMASAR

The personnel reviewing audit reports and making the certification
decisions shall have knowledge of:

HEEZIRE MU WERENA R AE U T AEKAR:

a) the items listed in 7.1.2.1.2 a), ¢) and d);
7.1.2.1.2
... shall have knowledge of:
a) ISMS specific documentation structures, hierarchy and
interrelationships;
¢) information security risk assessment and risk management;
d) processes applicable to ISMS;

a) 7.1.2.1.2 & a). c) f1 d) BEFFIREA: 7.1.2.1.2

...... 2B % DA T 7 T B AR

a) ERREFHER (ISMS) RENXMLEH. BRRAMMERE;

©) 5 R RARKPEF RS E

d) EATHERREERAEANKE

CIS IS Manager Certificate
EHA CIS GRRAKEILS

b) legal and regulatory requirements relevant to information
security.

7.1.2.4.3 Information security management system standards and
normative documents

BEREEE A& RPN

Personnel reviewing audit reports and making certification decisions shall
have knowledge of: a) relevant ISMS standards and other normative
documents used in the certification process.

B A AR B M R e B R LR & LA 5T B R

a) MESEFEAMAERE R ReE R KRR A 4

CIS IS Manager Certificate
A CIS SRZALBES
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7.1.2.4.4 Client business sector % /&4,
Personnel reviewing audit reports and making certification decisions shall
have knowledge of:
a) generic terminology and risks related to the relevant business sector
practices.
A B AR I VR A R R R & DU T T T R iR
a) Sk B E B AR K A B A ARE R .

Experience in management
system certification, 2 Years
as Lead Auditor for an ISO
17021-1 related standard or
2 years of full time
employment for a ISO 27001
accredited CB
MAEEHEERNELR, BE
5 ISO 17021 - 1 MHFIRHER
HEZAK 2 &, SAERE ISO
27001 AR MEH IR TAE
2 F

7.1.2.4.5 Client products, processes and organization &/ K=& HKEM
SHLRZEH

Personnel reviewing audit reports and making certification decisions shall
have knowledge of:

a) client products, processes, organization types, size, governance,
structure, functions and relationships.
HEBEZREFHHIMEREMA R A E LT A EK MR

a) FSR R, AR, HEARR, MR, FEEA. M. REURBEXEA.

Experience in Information
Management Systems, as
required for Auditors (min.
level Observer)
FRZEEERGKRATENE
B, X3 HEZAMERNKE
(BIEAMEREH)D
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